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CFIUS and the Pace of Technological
Advancement

In brief...

U.S. technological advancement is on the rise, but are regulatory bodies keeping pace as foreign adversaries invest in
U.S. firms? In an effort to keep pace with evolving technology and national security concerns, recent actions have
expanded the scope of the Committee on Foreign Investment in the United States (CFIUS).

By: Layvon Q. Washington | December 14, 2022

Foreign investment and acquisition in U.S. firms involved in critical technologies, critical infrastructure, and
sensitive data represent an ongoing threat to U.S. national security. To address these concerns, the interagency
Committee on Foreign Investment in the United States (CFIUS) conducts case-by-case adjudication of foreign
investments in U.S. firms to evaluate if a transaction will be harmful to U.S. national security. The number of
declarations filed seems to be increasing in the last several years. For example, 19 declarations were filed in 2018,
according to CFTIUS’s 2021 Annual Report to Congress. However, filings increased 763 percent between 2018 and
2021. This commentary reviews the role CFIUS plays in reviewing potential threats from foreign investment, and
recent developments, such as changes in its authority, that have led to this surge in filings. As technology advances
and national security concerns increase, modernization of CFIUS’s jurisdiction and review processes is essential
for strengthening U.S. national security and keeping pace with technological innovation.

Creation and Members

Executive Order 11858, “Foreign Investment in the United States,” created CFIUS in 1975 to evaluate the impact
of foreign investments and advise the president on these transactions. The directive also authorized the Committee
to coordinate the implementation of foreign investment policies. CFIUS is chaired by the Secretary of the Treasury
and includes 16 members from federal departments and agencies that assist in the CFIUS review process. On an
ad-hoc basis, CFIUS involves other federal agencies in their reviews, such as the Departments of Transportation
and Agriculture and the Nuclear Regulatory Commission, to evaluate the national security effects within its
jurisdiction—i.e., covered transactions. A covered transaction is defined as a proposed or pending transaction, such
as a merger, acquisition, joint venture, lease, or other investment, that could result in control of a U.S. business by
a foreign person, entity, or government.



https://home.treasury.gov/system/files/206/CFIUS-Public-AnnualReporttoCongressCY2021.pdf
https://www.archives.gov/federal-register/codification/executive-order/11858.html
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-overview
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-overview
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Figure 1 Author's lllustration, based on CFIUS Overview

Steps toward Modernization

In 1975, when CFIUS was established, national security primarily focused on physical and environmental security.
However, through the digital revolution and technological advancements, national security now involves protecting
critical technologies, critical infrastructure, and sensitive data. Thus, as foreign adversaries pose new national
security threats, Congress and the executive branch have taken actions to reform CFIUS over the years (see Figure
2). Recent actions, such as the Foreign Investment Risk Review Modernization Act of 2018 (FIRRMA) and
Executive Order (EO) 14083, have expanded CFIUS’s jurisdiction and scope to evaluate the impacts of foreign
investment and acquisition of U.S. firms more adequately.

More specifically, Congress enacted FIRRMA to address foreign exploitation of investment concerns that have
traditionally fallen outside of CFIUS’s jurisdiction. FIRRMA, enacted in August 2018 and effective February 2020,
was created to modernize CFIUS’s review processes, increase effectiveness, and increase the length of covered
transaction reviews. Moreover, FIRRMA expanded the scope of CFIUS jurisdiction by more broadly defining a
covered transaction. Formerly, a covered transaction was one that may result in foreign control of a U.S. business.
Under FIRRMA, certain non-controlling transactions and real estate transactions are also within scope. FIRRMA
also extended the review period from 30 to 45 days, with an allowance for a 15-day extension in extraordinary
circumstances; authorized special hiring authority and funding; and increased requirements on the use of mitigation
agreements (see Figure 3).
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https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-overview
https://home.treasury.gov/system/files/206/Summary-of-FIRRMA.pdf
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Figure 2 Author illustration, CFIUS Regulatory Timeline

Expanded Scope of Covered Transactions

ea purchase, lease, or concession by or to a foreign person of real estate located in proximity to sensitive government facilities

e“other investments” in certain U.S. businesses that afford a foreign person access to material nonpublic technical information in
the possession of the U.S. business, membership on the board of directors, or other decision-making rights, other than through
voting of shares;

eany change in a foreign investor’s rights resulting in foreign control of a U.S. business or an “other investment” in certain U.S.
businesses;

eany other transaction, transfer, agreement, or arrangement designed to circumvent CFIUS jurisdiction.
Declarations

eProvides for an abbreviated filing or “light filing” process through a new “declarations” procedure that could result in shorter
review timelines. It also allows CFIUS some discretion to require parties to file with CFIUS before closing a transaction.

Expanded CFIUS’s Timelines

eExpands CFIUS’s review period from 30 to 45 days and allows an investigation to be extended for an additional 15-day period
under extraordinary circumstances.

Mitigation
oStrengthens requirements on the use of mitigation agreements, including the addition of compliance plans to inform the use of
such agreements.

Special Hiring Authority and Funding

eGrants special hiring authority for CFIUS and establishes a fund for collection of new CFIUS filing fees.
Delayed Effective Date and Pilot programs

eDelays the applicability of some of the bill’s most significant provisions until 18 months following enactment of FIRRMA or 30 days
after the Secretary of the Treasury publishes in the Federal Register a determination that the necessary regulations, organizational
structure, personnel, and other resources are in place to administer those provisions, whichever is sooner. This section also
authorizes CFIUS to conduct pilot programs to implement any authority provided under this bill.

Figure 3 Author’s Illustration, based on Summary of FIRRMA 2018
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https://home.treasury.gov/system/files/206/Summary-of-FIRRMA.pdf

Prior to the enactment of FIRRMA, CFIUS was last updated over 30 years ago when the Exon-Florio Amendment
created Section 721 of the Defense Production Act of 1950, which is the statutory foundation of CFIUS. President
Biden’s EO 14083, “Ensuring Robust Consideration of Evolving National Security Risks by the Committee on
Foreign Investment in the United State,” is the latest addition to CFIUS guidelines, and also seeks to modernize
CFIUS. President Biden’s 2022 directive “does not change CFIUS’s processes or legal jurisdiction,” but rather
directs the Committee to consider five factors to safeguard national security. These factors include the following:

e “A given transaction’s effect on the resilience of critical U.S. supply chains that may have national
security implications, including those outside of the defense industrial base.”

e “A given transaction’s effect on U.S. technological leadership in areas affecting U.S. national security,
including but not limited to microelectronics, artificial intelligence, biotechnology and
biomanufacturing, quantum computing, advanced clean energy, and climate adaptation technologies.”

e “Industry investment trends that may have consequences for a given transaction’s impact on U.S.
national security.”

“Cybersecurity risks that threaten to impair national security.”

o “Risks to U.S. persons’ sensitive data.”

Current CFIUS Process

The CFIUS filing process is mainly voluntary. Parties can submit a declaration that notifies CFIUS of a covered
transaction to receive a Safe Harbor letter, which limits CFIUS from initiating an additional review of a transaction,
unless there are extenuating circumstances. However, in some cases, filing a declaration is mandatory, when a
foreign government seeks to acquire a “substantial interest” in “TID businesses.” TID is an abbreviation for
technology, infrastructure, and data. Under FIRRMA, a TID Business is defined as any U.S. Business that: 1)
produces, designs, tests, manufactures, fabricates, or develops one more critical technologies; performs functions
that deal with critical infrastructure; and maintains or collects sensitive personal data of U.S. Citizens. CFIUS’s
expanded scope coupled with the inclusion of TID business have led to an increase in requests for CFIUS review
(see Figure 4).

CFIUS Filings Submitted, 2018-2021

Figure 4 Author’s Illustration, based on 2021 CFIUS Report
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https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-laws-and-guidance
https://www.federalregister.gov/documents/2022/09/20/2022-20450/ensuring-robust-consideration-of-evolving-national-security-risks-by-the-committee-on-foreign
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/15/fact-sheet-president-biden-signs-executive-order-to-ensure-robust-reviews-of-evolving-national-security-risks-by-the-committee-on-foreign-investment-in-the-united-states/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/15/fact-sheet-president-biden-signs-executive-order-to-ensure-robust-reviews-of-evolving-national-security-risks-by-the-committee-on-foreign-investment-in-the-united-states/
https://home.treasury.gov/system/files/206/CFIUS-Public-AnnualReporttoCongressCY2021.pdf
https://www.ecfr.gov/current/title-31/subtitle-B/chapter-VIII/part-800/subpart-B/section-800.248
https://home.treasury.gov/system/files/206/CFIUS-Public-AnnualReporttoCongressCY2021.pdf

There are three key periods in the review process. First, during the Notice Review Period, which can last 45 days,
CFIUS staff disseminates the notice to all CFIUS agencies after all requirements are met. Next, in the Notice
Investigation Period, CFIUS can initiate a subsequent investigation, which must be completed within 45 days.
Third, CFIUS can refer a transaction to the president for a decision in the Presidential Review Period, and the
president is required to announce a decision within 15 days. Figure 5 outlines the complete CFIUS review process.
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Treasury CFIUS staff distributes a filed notice to all CFIUS agencies only after having determined that it
meets all requirements set forth at 31 C.F.R. § 800.502 and, accordingly, is complete.

CFIUS may initiate a subsequent investigation, which must be completed within 45 days

CFIUS may also refer a transaction to the President for decision. In such case, section 721(d) requires the
President to announce a decision within 15 days of CFIUS’s completion of the inv

Parties to a transaction may request withdrawal of their notice or declaration at any time during the
notice review or investigation periods or declaration assessment period. CFIUS tracks withdrawn
transactions.

CFIUS may also reject voluntary notices or declarations in certain circumstances, such as when the
voluntary notice is not complete, when the parties do not respond to follow-up information requests
within the required time frame.

If CFIUS determines that there are no
unresolved national security risks, then
CFIUS will advise the parties in writing

If CFIUS determines that a covered transaction presents
national security risks then CFIUS may enter into an

that CFIUS has concluded all action agreement with, or impose conditions on, parties to
mitigate such risks or may refer the case to the President
:lrn’ﬁr;mli:n 721 with respect to the T b

Any decision by the Committee to suspend a
tr tion, refer a tr tion to the

President, or to negotiate, enter into,
impose, or enforce any agreement or
condition with respect to a transaction is
based on a risk-based analysis

Where CFIUS has completed all action with respect to a covered transaction or the President has announced a decision not to exercise his authority under

section 721 with respect to the covered transaction, then the parties receive a “safe harbor” with respect to that transaction

Figure 5: Author’s illustration based on CFIUS Process

Conclusion

As technology advances and national security concerns evolve, existing policies will need to be restructured to
efficiently address new challenges. Recent actions to improve CFIUS’s review processes and jurisdiction will help
the United States address ongoing national security concerns, while keeping pace with technological innovation.
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